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Importance of SA&A

The Executive Guide to 
Enhancing Security Posture 
eBook provides valuable insights 
into the importance of SA&A, the 
triggers for initiating the process, 
the management of stakeholders, 
and the factors to consider when 
accepting risk. 

It emphasizes the dynamic 
and adaptive nature of the 
SA&A process, aiming to fortify 
organizations against the ever-
present risks in the digital realm.

Triggers for SA&A

SA&A is a systematic approach to evaluating, testing, and authorizing an information system’s security controls 
and posture. It is fundamental for businesses aiming to safeguard their digital assets. 

Several factors trigger the initiation of the SA&A process, including proactive measures, audits, data center 
consolidation, workload moves, and migration to the cloud. 

ATO atrophy is a phenomenon where businesses experience a decline in their Authority to Operate (ATO) status 
over time. It can result in financial losses, compromised sensitive information, and damaged brand reputation. 

The key takeaways 
from the SA&A eBook

ATO Atrophy

Stakeholders in SA&A
Primary stakeholders in the SA&A process are the IT department, security teams, and compliance officers, while 
secondary stakeholders include vendors, contractors, and customers. 

Managing Stakeholders’ Expectations
Organizations can effectively communicate risk tolerance levels to stakeholders during the SA&A process by 
following a structured and inclusive approach, conducting regular cross-functional meetings, and utilizing conflict 
resolution frameworks. 

Factors to Consider When Accepting Risk
Organizations must consider factors such as business impact, cost-benefit analysis, regulatory compliance, and 
risk tolerance when accepting risk within the SA&A process. 

These are essential tools for organizations to identify and rectify security deficiencies within the SA&A process.
Security Improvement Plan (SIP) and Plan of Actions and Mitigations (POAM)
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Authority to Operate (ATO)

In today's interconnected digital landscape, businesses face many security 
challenges. One crucial aspect of maintaining a robust security posture is 
Security Assessment and Authorization (SA&A). 
This process encompasses numerous factors, including proactive 
security measures, audits, data center consolidation, workload moves, and 
migration to the cloud. 

The Authority to Operate (ATO) is a formal declaration that a system or 
application meets the security requirements of an organization and is 
authorized to operate within its IT environment 1. Obtaining an ATO is 
a critical step in the SA&A process, as it ensures that only authorized 
software and hardware are implemented in the IT environment.
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The Basics and Various 
Triggers for SA&A

At its core, SA&A is a systematic 
approach to evaluating, testing, 
and authorizing an information 
system’s security controls and 
posture. It involves assessing 
vulnerabilities, ensuring 
compliance with regulations, 
and authorizing the system for 
operation. 

This robust process is 
fundamental for businesses 
aiming to safeguard their digital 
assets.

Several factors trigger the initiation of the SA&A process:

Each trigger introduces its own set 
of challenges to the SA&A process. 
Proactive measures may require 
continuous adjustments, audits 
may unveil previously unnoticed 
vulnerabilities, and transitions like 
data center consolidation or cloud 
migration demand a reassessment of 
security protocols. 

Businesses must navigate these 
complexities to ensure a seamless 
and secure operation.

Businesses proactively assess and enhance their 
security posture to stay ahead of potential threats. 
This includes implementing robust cybersecurity 
policies, conducting regular risk assessments, and 
investing in innovative technologies.

Proactive Measures

Regular audits, whether internal or external, serve 
as a critical trigger for SA&A. Audits scrutinize 
existing security controls, identify weaknesses, 
and ensure adherence to industry standards and 
regulations. 

Audits

When businesses consolidate their data centers, it 
necessitates reevaluating security measures. The 
relocation of critical assets prompts a thorough 
SA&A to mitigate risks associated with the 
transition. 

Data Center Consolidation

Shifting workloads, whether within the organization 
or to external providers, demands a reassessment 
of security controls. This trigger ensures the 
security framework adapts to the changing data 
processing landscape.

Workload Moves

The pervasive shift to cloud environments 
introduces new considerations for security. SA&A 
becomes imperative as businesses navigate the 
complexities of securing data and applications in 
cloud infrastructures.

Migration to the Cloud
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ATO Atrophy: 
What It Is and How to Prevent It

ATO atrophy is a phenomenon where businesses experience a decline in their Authority to 
Operate (ATO) status over time. ATO atrophy occurs when unauthorized parties gain control 
of user accounts, leading to severe consequences for businesses. This silent underminer can 
result in financial losses, compromised sensitive information, damaged brand reputation, and 
a loss of customer trust. 

The broader contributing factors to ATO Atrophy include changes in IT environment and 
outdated security controls, lack of proper maintenance and patch management, failure to 
keep up with evolving compliance requirements, neglect of continuous monitoring and regular 
security assessments, and insufficient risk management and resource allocation. These 
factors collectively lead to the gradual erosion of an organization’s security posture over time, 
necessitating ongoing vigilance and proactive management to maintain a robust ATO status.

Preventing ATO atrophy involves implementing proactive measures. Multi-factor authentication (MFA) stands 
out as a critical defence by adding an extra layer of security. Regular security training enhances user awareness, 
reducing the risk of social engineering attacks. 

Monitoring the dark web for compromised credentials allows businesses to address potential ATO threats proactively. 
Behavioural analytics tools aid in identifying abnormal user behaviour, facilitating swift detection of potential ATO 
attempts. Enforcing strong password policies and regularly updating them ensures secure authentication measures.

SA&A is not merely a 
checkbox for compliance; 
it is a dynamic process 
that adapts to the evolving 
landscape of cyber threats and 
technological advancements. 

Businesses that understand the 
triggers, navigate their impact, 
and prioritize compliance fortify 
themselves against the ever-
present risks in the digital realm.
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Canadian Government Requirements 
and Ongoing Compliance

Ongoing compliance is crucial for effective IT security risk management. 
Organizations should regularly review and update their access policies to ensure they are 
still relevant and effective. They should also conduct regular audits to check for any devia-
tions from these policies. 

Federal Information Processing Standards (FIPS) 140-2 is a U.S. government standard that 
specifies the security requirements for cryptographic modules12. MFA devices that are FIPS 140-2 
validated have been tested and validated under the Cryptographic Module Validation Program as 
meeting these security requirements. 

In Canada, the ITSG-33 guidelines provide guidance to help departments satisfy the main require-
ments of policy instruments related to IT security and IT security risk management. These guide-
lines include recommended security control profiles for information systems, which can be met 
using FIPS 140-2 validated MFA devices.

* It’s important to note that FIPS 140-3 has now superseded FIPS 140-2 as the current U.S. government standard specifying security requirements for 
cryptographic modules. Organizations following Canadian government requirements should be aware of this update when considering validated multi-factor 
authentication devices and other cryptographic systems, as FIPS 140-3 reflects more current security practices and requirements.
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Primary ATO and SA&A Stakeholders: 
Orchestrating Compliance

The primary stakeholders in the ATO and SA&A processes are the IT 
department, security teams, and compliance officers.

In the ever-evolving cybersecurity landscape, 
the Authorization to Operate (ATO) and Security 
Assessment and Authorization (SA&A) processes 
are the guardians of organizational resilience. 

At the forefront of these processes are primary 
and secondary stakeholders of the ATO and SA&A 
process, who orchestrate the delicate balance 
between functionality, fortification, and regulatory 
adherence.

The IT department is responsible for architecting and maintaining the 
technological infrastructure, ensuring it aligns seamlessly with security protocols. 
They implement security measures such as firewalls and encryption to safeguard 
the digital fortress. 

Security teams are the frontline defenders, responsible for constant vigilance, 
threat analysis, and the implementation of robust security measures. They are the 
unsung heroes in the battle against potential breaches. 

Compliance officers are responsible for navigating the complex laws and 
standards, ensuring the organization adheres to every stipulation. They play a 
critical role in ensuring that the organization remains compliant. 

By working together, the IT department, security teams, and compliance 
officers can ensure that the ATO and SA&A processes run smoothly, and that the 
organization remains secure and compliant.
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Secondary ATO and SA&A Stakeholders: The Ripple Effectteams, and compliance officers.
Secondary stakeholders, including vendors, contractors, and customers, play a critical role in the ATO and 
SA&A processes.

Primary ATO and SA&A Stakeholders: 
Orchestrating Compliance (cont..)

Customers are the 
ultimate evaluators of the 
organization’s IT systems 
and applications.

Their interactions can reveal 
vulnerabilities or weaknesses 
that might pose security risks. 
In the ATO and SA&A process, 
preventing customers from 
becoming inadvertent vectors for 
potential threats is paramount.
 
Ensuring that customers are 
well-informed and aligned with 
the organization’s security 
and compliance requirements 
becomes a foundational step 
in fortifying the overall security 
posture.

Vendors play a crucial role by providing 
products or services to the organization, 
necessitating alignment with established 
security standards. The presence of 
vulnerabilities in their offerings could 
jeopardize the integrity of the entire ATO and 
SA&A ecosystem. 

It is imperative to communicate and ensure 
vendors are well-versed in the organization’s 
security and compliance requirements, with 
a stringent adherence expectation. 

Contractors, often the unsung heroes, 
significantly contribute to the ATO and SA&A 
processes, impacting the organization’s 
security posture. Whether involved in software 
development or hardware maintenance, 
contractors must be well-informed about and 
compliant with the organization’s security and 
compliance standards. 

This awareness is fundamental to maintaining 
the integrity of the security framework. 

By ensuring that secondary stakeholders know the organization’s security and compliance requirements and 
that they meet them, businesses can minimize the risk of security breaches and ensure that the ATO and SA&A 
processes run smoothly.
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Managing ATO and SA&A Stakeholders’ Expectations: The Balancing Act

Here is a strategic approach:

By following these steps, organizations 
can ensure that risk tolerance levels are 
effectively communicated to stakeholders, 
fostering a culture of risk awareness, 
transparency, and accountability throughout 
the SA&A process. This inclusive and 
structured approach can help build 
consensus, support, and stakeholder input, 
ultimately contributing to a more robust and 
adaptive risk management framework.

Organizations can effectively communicate risk tolerance levels to stakeholders during the SA&A process by following a structured and 
inclusive approach. The communication of risk tolerance is not a one-time event but an ongoing process that requires careful consideration 
and active engagement with key stakeholders. Proactively identifying potential conflicts among primary stakeholders before they escalate is 
crucial for a smooth ATO and SA&A process.

Establish Clear Communication Channels
Set up clear and accessible communication 
channels for stakeholders to voice concerns or 
provide feedback. Anonymized suggestion boxes 
or regular feedback sessions can encourage 
stakeholders to express potential conflicts without 
fear of reprisal. 

Conduct a comprehensive stakeholder analysis early 
in the process. Understand the interests, expectations, 
and potential conflicts of each primary stakeholder. 
This provides a foundation for proactive conflict 
resolution. 

Stakeholder Analysis

Organize risk assessment workshops involving key 
stakeholders. Evaluate potential risks associated with 
conflicting priorities and discuss mitigation strategies. 
This collaborative approach fosters early awareness 
and consensus building. 

Implement impact assessments for proposed changes 
or decisions. Analyze how a decision might affect 
different stakeholders and their objectives. This 
foresight can reveal potential conflicts before they 
manifest. 

Conduct ongoing training sessions to keep 
stakeholders informed about the evolving landscape 
of ATO and SA&A. Increased awareness can prevent 
misunderstandings and ensure stakeholders are 
aligned in their objectives. 

Develop and implement frameworks that outline clear 
steps for addressing conflicts. This could include 
designated escalation paths, mediation procedures, 
and resolution mechanisms.

Utilize Conflict Resolution Frameworks

Stakeholder Analysis

Continuous Training and Awareness

Schedule regular cross-functional meetings where 
stakeholders can discuss ongoing projects, challenges, 
and evolving priorities. Open communication channels 
help identify conflicts early and facilitate joint problem-
solving. 

Regular Cross-Functional Meetings

Use of Impact Assessments
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Factors to Consider 
When Accepting Risk

In the dynamic landscape of 
cybersecurity, the Security 
Assessment and Authorization 
(SA&A) process is a crucial 
framework for organizations. 
Central to this process is the 
acceptance of risk, a delicate 
dance between security 
imperatives and business 
necessities. 

 
When contemplating risk acceptance, organizations must navigate a multifaceted 
terrain. Several factors demand careful consideration to ensure well-informed 
decisions that align with overarching business objectives.

Harmony with regulatory requirements and industry standards is non-
negotiable. Aligning risk acceptance decisions with these mandates 
safeguards against legal and financial repercussions. For instance, in 
the healthcare industry, organizations must ensure that risk acceptance 
decisions comply with the Health Insurance Portability and Accountability 
Act (HIPAA) to avoid penalties and legal liabilities. 

By carefully considering 
these factors, organizations 
can make informed 
decisions regarding risk 
acceptance, ensuring that 
their approach is aligned with 
their business objectives, 
regulatory requirements, and 
overall risk tolerance. 

This comprehensive 
assessment is essential for 
maintaining a balanced and 
effective risk management 
strategy.

Business Impact
Unraveling the potential impact of security measures on business 
operations is paramount. This involves assessing how security controls 
may influence efficiency, continuity, and the achievement of business goals. 
For instance, implementing stringent security measures may impact user 
experience and operational agility, thus influencing the organization’s ability 
to deliver products and services on time. 

Cost- Benefit Analysis
An informed cost-benefit analysis is indispensable for evaluating the worth 
of security measures. Organizations can determine the optimal investment 
in security measures by weighing implementation costs against potential 
financial and reputational damages from security breaches. For example, 
investing in state-of-the-art encryption protocols may incur substantial 
costs, but the potential mitigation of financial losses from data breaches 
may outweigh the initial investment. 

Establishing the organization’s risk tolerance level is foundational. This 
involves defining the acceptable level of risk in pursuit of business 
objectives ensuring consistency with the strategic direction. For instance, a 
financial institution may have a low risk tolerance for cybersecurity threats 
due to the potential impact on customer trust and regulatory compliance, 
thus necessitating stringent risk mitigation measures.

Regulatory Compliance

Risk Tolerance
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Security Control Baselines: Ensuring 
Consistent Security Measures

•	 Consistency: Baselines ensure a consistent level of security 
across different systems within an organization.

•	 Efficiency: They provide a starting point for security planning, 
reducing the time and effort required to select appropriate 
controls.

•	 Compliance: Baselines help organizations meet minimum 
security requirements and industry standards.

•	 Risk Management: They provide a foundation for risk-based 
decision-making in security control implementation.

•	 Tailoring Baselines: Tailoring may involve adding controls, 
enhancing control parameters, or providing compensating 
controls where baseline controls are not feasible.

By leveraging security control baselines from NIST SP 800-53 
or ITSG-33, organizations can ensure a robust and consistent 
approach to information security. These baselines serve as a solid 
foundation for building a comprehensive security program that 
addresses the diverse and evolving threat landscape.

Benefits of Using Security Control Baselines:Security control baselines are an integral part of the Security Assessment 
and Authorization (SA&A) process. They provide a framework for assessing 
the adequacy of security controls and identifying areas for improvement.

NIST SP 800-53 and ITSG-33 both define security control baselines 
categorized into Low, Moderate (or Medium), and High impact levels. These 
baselines correspond to potential impact levels of information systems and 
provide a minimum set of controls. 

NIST SP 800-53’s baselines are based on FIPS 199, while ITSG-33’s profiles 
are tailored for the Canadian government context. Organizations select and 
customize the appropriate baseline according to their system’s criticality 
and sensitivity, ensuring compliance with specific organizational needs and 
security requirements.
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Developing a Security Improvement 
Plan (SIP) or Plan of Actions and 
Mitigations (POAM)

A Security Improvement Plan (SIP) is a comprehensive strategy that outlines the specific measures and initiatives 
an organization will undertake to enhance its security posture. It is a proactive approach focusing on continuous 
improvement and implementing new security measures. The SIP addresses security deficiencies and aims to 
strengthen the organization’s overall security posture. 

A Plan of Actions and Mitigations (POA&M) is a document that identifies, tracks, and manages the steps an 
organization plans to take to address security weaknesses and deficiencies identified during the security assessment 
and authorization process. It is a reactive approach that addresses specific security gaps and vulnerabilities. The 
POA&M outlines the tasks, responsible parties, and timelines for implementing the necessary security controls and 
mitigations.

Within the SA&A process, identifying and rectifying security deficiencies is inevitable. 
Organizations can leverage two distinct yet interconnected tools—Security Improvement Plan 
(SIP) and Plan of Actions and Mitigations (POAM)—to fortify their security posture.

Security Improvement Plan (SIP)

Plan of Actions and Mitigations (POA&M)
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While the SIP focuses on overall security enhancement and proactive measures, the POA&M is specifically tailored to reactively address identified 
security weaknesses and vulnerabilities. Both are essential components of the SA&A process, contributing to continuously improving and maintaining 
an organization's security posture. 

Organizations can adeptly manage security risks by assimilating these factors and deploying SIP or POAM. This approach fortifies security measures and 
harmonizes them with business operations, establishing a resilient and adaptable security posture. Striking this balance contributes to an organizational 
ecosystem where security requirements coexist with dynamic business needs.

Developing a Security Improvement Plan (SIP) or 
Plan of Actions and Mitigations (POAM) (cont..)

Both SIP and POAM kick off with a meticulous 
assessment to pinpoint security gaps. This entails 
comprehensive evaluations to identify areas 
necessitating improvement or remediation. 

Identification of Deficiencies

Post-identification, prioritizing remedial actions 
is imperative. SIP focuses on strategic, long-term 
enhancements, while POAM tactically addresses specific 
weaknesses in a prioritized manner. 

Allocating resources is a critical step. SIP may demand 
significant resources for long-term initiatives, while POAM 
requires allocation for specific actions outlined in the plan.

A robust monitoring and review process is vital for both 
SIP and POAM. Ongoing evaluation ensures the sustained 
effectiveness of security measures, aligning them with 
evolving security and business needs. 

Prioritization of Actions

Resource Allocation

Monitoring and Review
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The RACI matrix (Responsible, Accountable, Consulted, Informed) offers several benefits for 
the Security Assessment and Authorization (SA&A) process, including: 

The RACI matrix is a valuable 
tool for organizations to 
effectively manage the SA&A 
process, ensuring that all 
stakeholders are aligned and 
accountable for the security 
of the organization’s digital 
assets.

Clarity of Roles and Responsibilities

It facilitates improved communication by specifying who needs to be consulted and informed at 
each stage of the SA&A process, reducing the likelihood of misunderstandings and ensuring that 
the right people are involved in decision-making. 

By clearly designating who is accountable for specific tasks, the RACI matrix streamlines the 
decision-making process, reducing delays and bottlenecks in the SA&A process. 

Risk Mitigation

The RACI matrix aids in ensuring compliance with regulations by clearly defining the responsibilities 
of compliance officers and other stakeholders in the SA&A process.

It’s important to note that while the RACI matrix is a valuable tool for clarifying roles and responsibilities, it is a general project 
management best practice applied to the SA&A context, rather than a specific requirement mandated by ITSG-33 or NIST standards.

The RACI matrix clearly defines the roles and responsibilities of each stakeholder involved in the 
SA&A process, ensuring that everyone understands what is expected of them.

Improved Communication 

Efficient Decision-Making

It helps in identifying and mitigating risks by ensuring that all relevant stakeholders are involved 
in the decision-making process and are aware of the potential impact of their decisions on the 
security posture of the organization. 

Compliance Adherence

SA&A RACI Matrix
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To create a RACI matrix for Security Assessment and Authorization (SA&A), you can follow these steps:

IT department

Responsible for architecting 
and maintaining the 

technological infrastructure, 
ensuring it aligns seamlessly 

with security protocols. 

Customers

Ultimate evaluators of 
the organization's IT 

systems and applications, 
whose interactions can 
reveal vulnerabilities or 
weaknesses that might 

pose security risks.

Security teams 

Frontline defenders 
responsible for constant 
vigilance, threat analysis, 

and the implementation of 
robust security measures. 

Compliance officers

Responsible for 
navigating the complex 

laws and standards, 
ensuring the organization 

adheres to every 
stipulation. 

Vendors

Provide products 
or services to 

the organization, 
necessitating alignment 
with established security 

standards. 

Contractors

Significantly contribute 
to the SA&A processes, 

impacting the 
organization's security 

posture. 

Identify the primary stakeholders: The primary stakeholders in the SA&A process are the IT department, security teams, and compliance officers. 

Identify the secondary stakeholders: Secondary stakeholders include vendors, contractors, and customers. 

Determine the roles and responsibilities for each stakeholder: 

SA&A RACI Matrix
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Create the RACI matrix

In this RACI matrix: 

IT Department Security Teams Compliance Officers Vendors Contractors Customers

Architecting and maintaining the IT infrastructure

Implementing security measures

Ensuring compliance with regulations

Conducting regular audits

Addressing security deficiencies

Monitoring and reviewing security measures

This matrix helps ensure that each stakeholder knows their role and responsibilities in the SA&A process, fostering a culture of 
risk awareness, transparency, and accountability.

“R” stands for Responsible “A” stands for Accountable “I” stands for Informed “N” stands for Not Involved

Task/Role

R A I N

R A I

R

R

R

R R

R

A

I

I I I

I I

I

I I I

I

I

II

II

I

I

I

I

I

I

I

I

I

I
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Conclusion

The SA&A ebook provides valuable 
insights into the dynamic landscape 
of cybersecurity, emphasizing the 
importance of the SA&A process, 
triggers for its initiation, ATO atrophy, 
compliance requirements, and the 
roles of primary and secondary 
stakeholders.

Implement SA&A Best Practices

At LNine, we can help you to:

Stay abreast of compliance requirements, such as FIPS 140-2 and ITSG-33, and ensure ongoing 
compliance to mitigate security risks. 

Incorporate the insights from the ebook into your organization’s SA&A processes to enhance 
security controls and posture. 

Take proactive measures to prevent ATO atrophy by implementing multi-factor authentication, 
regular security training, and monitoring the dark web for compromised credentials. 

Prevent ATO Atrophy

Leverage Security Improvement Plans (SIP) and Plans of Actions and Mitigations (POAM) to 
identify and rectify security deficiencies, thereby fortifying your organization’s security posture.

Adhere to Compliance Requirements

Follow a structured and inclusive approach to communicate risk tolerance levels to stakeholders, 
fostering a culture of risk awareness, transparency, and accountability. 

Manage Stakeholders’ Expectations

Carefully consider business impact, cost-benefit analysis, regulatory compliance, and risk 
tolerance when accepting risk within the SA&A process. 

Consider Risk Acceptance Factors

Develop Security Improvement Plans
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Contact us to embark on this transformative voyage, ensuring your organization survives 
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