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Good morning.

This was the week the perimeter leaked. The most consequential breaches did not begin with a clever
exploit. They began with a working password, a forgotten credential and an access token quietly put to use -
and in most cases the stolen data was already moving across dark net forums before the defenders knew
anything was wrong.

Tens of thousands of firewalls surrendered their credentials. A trusted software supplier became the
doorway into hundreds of customer systems. Law enforcement dismantled one of the oldest pipelines
feeding the ransomware economy. And the largest consultancy in the world placed a four-billion-dollar bet
that defending industrial systems is the defining security challenge of the decade. The through-line is
unmistakable - the contest is no longer only about keeping intruders out, but about seeing compromise the
moment it surfaces, wherever it surfaces.

Here is your weekly five-minute distillation of the 10 most consequential movements in cyber
security.

1. FortiBleed: 86,644 Fortinet Firewalls Surrender Their Credentials, and the Data Reaches
the Dark Net First

THE BIG DEAL On 18 June, the United States Cybersecurity and Infrastructure Security Agency
warned that a sweeping credential-theft campaign, dubbed FortiBleed, had compromised roughly 86,644
internet-facing Fortinet firewalls and SSL VPN gateways across 194 countries. Researchers attribute the
operation to a Russian-speaking group that ran an estimated 1.16 billion credential attempts against
more than 320,000 FortiGate targets. Government agencies, financial institutions and healthcare
providers are among the victims. Critically, the stolen credential database was already circulating on
dark net forums before CISA issued its advisory, giving secondary actors a head start.

TAKEAWAY The edge device is now the prize, and the warning shot arrives on the dark net, not in
your security operations centre. Terminate active VPN sessions, rotate every Fortinet credential,
enforce phishing-resistant multi-factor authentication and remove management interfaces from the
public internet today. Then ask the harder question: if your credentials were traded tonight, how
would you know?

SOURCE CISA - Hardening Fortinet Devices After Credential Exposure

2. Operation Endgame Dismantles SocGholish: 106 Servers Seized and 15,000 Websites
Cleaned

THE BIG DEAL On 18 June, law enforcement from the Netherlands, the United States, Germany and
Canada, supported by Europol and Eurojust, seized 106 servers and 101 domains underpinning
SocGholish, a malware framework active since 2017 that served as a primary initial-access pipeline for
the Russian syndicate Evil Corp and multiple ransomware crews. Investigators cleaned 14,971
compromised WordPress sites and uncovered credentials for some 1.4 million more. SocGholish lures
victims through fake browser-update prompts, then sells the foothold on to ransomware operators.

TAKEAWAY Takedowns disrupt the supply chain of compromise, but Evil Corp operates beyond
Western reach and will rebuild. The durable lesson is hygiene at the edges of the estate: audit
WordPress and content-management deployments, retire abandoned plugins, rotate credentials and
treat any unexpected update prompt as hostile. Initial-access brokers monetise exactly the assets
that nobody owns.

SOURCE The Hacker News - Operation Endgame Disrupts SocGholish
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3. One Forgotten Credential, Hundreds of Victims: The Klue Supply-Chain Breach Feeds a
New Extortion Group

THE BIG DEAL Competitive-intelligence platform Klue confirmed that an attacker used a long-disused
but still-active legacy credential to breach its integration infrastructure, harvest customers OAuth tokens
and pull data from their Salesforce and Gong environments. Victims include the security firms Huntress,
Recorded Future, Tanium and Jamf, among others. A new extortion group calling itself Icarus, active
since April, claimed the attack and listed Klue on its dark web leak site, demanding payment to prevent
release. No malware was needed - only trusted credentials and legitimate interfaces.

TAKEAWAY A single abandoned credential at a supplier became a breach across an entire
customer base. Inventory every third-party integration with access to your CRM, revoke and rotate
OAuth and refresh tokens, and enable interface-layer logging that can separate bulk extraction from
routine traffic. The extortion that follows plays out on leak sites - watch them before your name
appears.

SOURCE The Hacker News - Salesforce Disables Klue App After OAuth Token Theft

4. Accenture’s US$4.18 Billion Bet: Securing Industrial Systems Becomes the Defining
Challenge of the Al Era

THE BIG DEAL On 18 June, Accenture announced it would take a majority stake in the industrial-
cybersecurity leader Dragos, valued at US$3.25 billion, and acquire the exposure-management firm
runZero and the firmware-security specialist NetRise outright, in a combined deal of roughly US$4.18
billion. It is the largest move yet in operational-technology security. Accenture is assembling an end-to-
end platform to protect power grids, pipelines, manufacturing and data centres, citing Al-driven threats
and geopolitical risk that are shrinking the window between an IT compromise and a pivot into the
systems that run physical processes.

TAKEAWAY When the world’s largest consultancy commits four billion dollars to operational-
technology defence, it is signalling where boardroom risk is heading. For any organisation operating
critical infrastructure, information technology and operational technology can no longer be governed
in separate silos. Map the seam where corporate networks meet industrial control systems - that
boundary is now the front line.

SOURCE Cyber Daily - Accenture Closes US$4.2bn OT Cyber Security Deal

5. Canada’s Spy Service Hits Back: A First-of-lts-Kind Warrant to Neutralise Botnets on
Home Soil

THE BIG DEAL A redacted Federal Court ruling released in mid-June revealed that the Canadian
Security Intelligence Service obtained a first-of-its-kind warrant authorising it to reach into infected
servers, home-office routers and Internet-of-Things devices on Canadian soil - including cameras,
doorbells and televisions - to alter and destroy malware and sever them from two foreign-run botnets.
The court found the threat clear and imminent and the measures proportionate. The operation used long-
dormant threat-reduction powers, applied this way for the first time, against infrastructure tied to a
suspected China-based operator.

TAKEAWAY Democracies are moving from observing botnets to actively dismantling them, under
Judicial authorisation. It is a model other Five Eyes partners, Australia included, will study closely.
The unglamorous lesson for defenders stands: botnets feed on end-of-life routers and unpatched
devices with default credentials and internet-facing management. Retire the dead hardware before
someone else cleans it up for you.

SOURCE The Hacker News - Canada’s Spy Agency Used First-of-lts-Kind Warrant

6. Humanitarian Data in the Crosshairs: UN World Food Programme Breach Exposes Gaza
Aid Recipients
THE BIG DEAL The United Nations World Food Programme disclosed unauthorised access to the self-
registration application it operates for Gaza, exposing the personal data of roughly 600,000 Palestinian
households. The compromised records reportedly include names, identification numbers, mobile

numbers and location data - information of acute sensitivity for people in an active conflict zone. The
agency suspended the platform while it investigated. The incident underscores how humanitarian and
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identity systems have become high-value targets, where a breach carries physical, not merely financial,
consequences.

TAKEAWAY Identity and registration systems concentrate exactly the data that causes real-world
harm when exposed. Any organisation holding sensitive population data should minimise what it
collects, segment and encrypt it, and rehearse a breach response that accounts for human safety,
not only regulatory notification. Sensitivity, not size, should set the level of protection.

SOURCE Check Point Research - Threat Intelligence Report

7. Closer to Home: Australia’s Cyber Authority Warns of Active Exploitation of a Critical
cPanel Flaw

THE BIG DEAL The Australian Signals Directorate’s Australian Cyber Security Centre warned that a
vulnerability in the cPanel and WebHost Manager control interfaces, tracked as CVE-2026-4194 and
rated a severe CVSS 9.3, is being actively exploited. These interfaces administer websites and servers
across hosting providers, small and medium businesses, larger organisations and government. The
ACSC directed affected entities to apply vendor patches without delay, reflecting a rising tempo of
advisories aimed at Australia’s critical infrastructure and the wider economy.

TAKEAWAY Web-management and hosting consoles are quietly among the most exposed assets
in any estate: internet-facing, widely deployed and often unpatched. Confirm whether cPanel or
WebHost Manager runs anywhere in your environment or your suppliers, apply the fix, and treat
ACSC aadvisories as an action queue rather than background reading. Under the SOCI regime, the
reporting clock is short.

SOURCE ASD’s ACSC - Alerts and Advisories

8. When Access Becomes Statecraft: A US Directive Takes Anthropic’s Most Capable
Models Offline Worldwide

THE BIG DEAL Days before the G7 met at Evian, a United States export-control directive forced
Anthropic to suspend access to its most capable models, Fable 5 and Mythos 5, for foreign nationals.
Unable to filter users by nationality, the company withdrew them worldwide, taking them offline across
more than one hundred countries within hours. The episode reframed model access as an instrument of
national security rather than an open market - and exposed how little consensus exists, even among
experts, about what the most advanced systems can actually do.

TAKEAWAY The security questions raised by frontier Al are no longer hypothetical, and continuity
of access is now a board-level risk. Organisations building critical workflows on external frontier
models should secure contractual protections and fallback options before a directive lands. As this
week’s thought piece argues, the deeper challenge is not owning capability, but understanding it.

SOURCE Anthropic - Statement on Fable 5 & Mythos 5 Suspension

9. Espionage Infrastructure Dismantled: Dutch Seizure Disrupts Iranian State-Linked Cyber
Operations

THE BIG DEAL Researchers linked a Dutch seizure of roughly 800 servers at a hosting provider to
Iranian cyber-espionage operations, with the infrastructure used by the state-linked groups MuddyWater,
Agrius and Nimbus Manticore for remote access, credential theft and network scanning. The takedown
disrupts shared infrastructure that underpinned multiple long-running campaigns, and offers a window
into how nation-state actors quietly lease ordinary commercial hosting to mask espionage against
Western targets.

TAKEAWAY State-linked espionage increasingly hides inside ordinary commercial hosting, which
makes attribution and detection harder. Intelligence that maps adversary infrastructure - the servers,
domains and patterns behind a campaign - is now as valuable as endpoint defence. Assume
sophisticated actors are already inside the noise, and invest in the visibility that separates signal from
it.

SOURCE Check Point Research - Threat Intelligence Report
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10. Patch Now: Palo Alto PAN-OS GlobalProtect Authentication Bypass Under Active
Exploitation

THE BIG DEAL Palo Alto Networks confirmed active exploitation of an authentication-bypass flaw in the
GlobalProtect portal and gateway of its PAN-OS software, tracked as CVE-2026-0257. By forging
authentication-override cookies, unauthenticated attackers can establish unauthorised VPN connections
straight into corporate networks. Responders observed exploitation across numerous organisations, and
the flaw sits on CISA’s Known Exploited Vulnerabilities catalogue. The risk is greatest where a single
certificate is reused for both the HTTPS service and cookie encryption - a common misconfiguration.

TAKEAWAY Remote-access gateways are the keys to the kingdom, and a second major VPN
exposure this month is no coincidence: attackers are systematically targeting the perimeter
appliances that grant entry to everyone else. Patch PAN-OS immediately, disable authentication-
override or issue a dedicated certificate, and hunt your gateway logs for sessions authenticated with
override cookies.

SOURCE Unit 42 - Active Exploitation of PAN-OS CVE-2026-0257

The Executive Verdict

The week’s events trace a single fault line. Compromise now begins quietly - with a stolen password, a
forgotten credential, an access token put to use - and it becomes visible first not inside the enterprise, but
outside it, on the forums and leak sites where stolen data is traded. FortiBleed reached the dark net before it
reached defenders. The Klue breach surfaced as an extortion listing. SocGholish thrived for years precisely
because it operated below the threshold of notice. By the time an internal alert fires, the window for
controlled response has often already closed.

For Australian boards and agencies, the lesson is to stop measuring security solely by how high the walls
are built. Assume credentials will leak and suppliers will be compromised, and invest in the capacity to see
compromise the moment it surfaces, wherever it surfaces. Govern third-party access as rigorously as your
own. Treat operational technology and identity systems as first-order risks, not afterthoughts. The
organisations that lead through the year ahead will be those that learn of their exposure first, and act while
the window is still open.
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WEEKLY THOUGHT PIECE
The Problem of Unknowable Power: Why Understanding Al May Matter More

Than Owning It
By Andrew Horton - 22 June 2026

The Group of Seven summit, Evian-les-Bains.

At the Group of Seven summit in Evian-les-Bains this month, the most consequential gathering took place
away from the main table.

While presidents and prime ministers worked through the formal agenda, a working lunch brought together
the leaders of the world’s frontier artificial intelligence laboratories alongside heads of government. Sam
Altman sat beside Donald Trump, while Dario Amodei and Demis Hassabis occupied seats once reserved for
national leaders. Ministers and senior officials crowded the room, and the discussion drew as much attention
as the summit itself.

The symbolism mattered. A small group of private executives now commands influence once associated with
sovereign states because the systems they build increasingly shape economic competitiveness, military
capability, scientific progress and public administration.

Much of the commentary focused on sovereignty. Should nations rely on models developed elsewhere?
What risks arise when critical capabilities sit within a handful of firms? What happens if access is restricted,
degraded or withdrawn?

These questions matter.
They also point towards a deeper shift that is beginning to redefine the structure of power itself.

For four centuries, power was broadly calculable. States estimated the size of armies, the output of factories,
the strength of economies and the yield of weapons with increasing precision. Intelligence was never perfect,
yet competition unfolded within shared assumptions about capability. Governments disagreed about
intentions while maintaining a broadly common understanding of means.

The modern international system rests on that foundation.
Artificial intelligence is beginning to challenge it.

Days before the Evian summit, that challenge came into sharp focus.
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Following concerns regarding the security implications of Anthropic’s most advanced models, the United
States Commerce Department reportedly issued an export-control directive requiring the suspension of

access for foreign nationals. Because the company could not reliably distinguish users by nationality, the
effect extended globally. Within hours, the models went offline across more than one hundred countries.

The details matter less than the broader lesson.

Senior government officials, intelligence agencies, company executives and outside experts all appeared to
hold different views about the nature and significance of the capability in question. Government assessments
pointed to a serious concern. The company offered a narrower interpretation. Independent analysts
disagreed among themselves.

A decision with global consequences ultimately rested on competing technical judgements regarding what a
single system could actually do.

This episode highlights a defining characteristic of frontier Al.

Strategic decisions increasingly depend upon systems whose capabilities remain only partially understood,
including by those closest to them. The challenge is no longer simply the power of these systems. It is the
difficulty of characterising that power with confidence.

Earlier generations of technology followed a different logic. Engineers worked with known tolerances. Military
planners operated within defined performance envelopes. Nuclear strategy relied upon calculable yields and
verifiable stockpiles.

Frontier Al evolves through large-scale training rather than explicit specification. Researchers observe
behaviour, test performance and refine outputs, yet they do not produce a complete inventory of capability.
New behaviours emerge after deployment. Performance shifts across contexts. Outcomes vary according to
prompts, environments and use cases.

Capability unfolds over time.

The strategic challenge is not merely that these systems are powerful. It is that consequential capability may
exist before institutions can confidently define its limits.

For centuries, uncertainty centred on intention. States assessed known capabilities and debated how
adversaries might use them. Artificial intelligence introduces uncertainty into capability itself. Decision-
makers must increasingly evaluate systems whose full range of behaviour remains only partially mapped.

That distinction carries profound consequences.

Strategy depends upon reliable assessments of relative power. Governments allocate resources, build
alliances and develop doctrine based on expectations of what competitors can achieve. When capability
becomes fluid, evolving and difficult to bound, the risk of misjudgement increases.

The implications extend well beyond national security.

Economic performance increasingly depends upon systems whose behaviour evolves over time. Public
administration, critical infrastructure and corporate decision-making are becoming reliant upon technologies
that continue to develop after deployment. Organisations are integrating capabilities that remain only partially
characterised and whose future performance cannot always be predicted with confidence.

Reliance expands even as understanding struggles to keep pace.
This reality exposes a limitation in many current policy debates.

Governments around the world are investing heavily in sovereign compute, sovereign infrastructure and
sovereign models. These investments address legitimate concerns regarding access, resilience and
dependence.

Yet ownership alone does not solve the deeper problem.
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A government may own a frontier model while continuing to discover what it can do. Conversely, an
organisation with sophisticated evaluative capacity may understand both its own systems and those of its
competitors more thoroughly than the owners themselves.

The emerging contest therefore carries an increasingly important epistemic dimension.

Advantage will belong not simply to those who possess the most capable systems, but to those who
can understand, evaluate and verify those systems most effectively.

At present, this capability remains scarce.

Many governments lack the technical expertise, computational resources and institutional frameworks
required for independent evaluation. Regulators rely heavily on information provided by developers. Political
leaders often make decisions based on competing claims advanced by companies, researchers and
international partners.

This creates a form of strategic vulnerability.

A government that depends on external interpretations to understand critical technologies has effectively
outsourced a core element of strategic judgement. Decisions increasingly rely upon perspectives shaped by
different incentives, priorities and commercial interests.

A government that develops strong evaluative capacity occupies a fundamentally different position.

It can test systems directly. It can compare claims against observed behaviour. It can develop an evidence-
based understanding of technologies that increasingly influence national outcomes.

Most importantly, it can exercise sovereign judgement in a domain defined by uncertainty.

Strong evaluative capacity also improves resilience, enabling institutions to respond more effectively when
systems behave unexpectedly or access is disrupted.

The lesson from Evian extends beyond the influence of technology companies. It points to a deeper
transformation in strategic competition. The central challenge of the coming decade will not simply be
acquiring advanced Al systems but understanding them.

States will continue to invest in compute, talent, infrastructure and model development. These investments
remain essential and will define the baseline of capability.

Increasingly, however, competitive advantage will depend on something else: the ability to identify emerging
capabilities, evaluate performance independently and generate trusted judgements about rapidly evolving
systems.

A new layer of strategic capacity is emerging: independent testing regimes, specialised expertise and
institutions capable of producing trusted assessments under conditions of uncertainty. These capabilities will
underpin more disciplined decision-making, more credible risk assessment and more stable strategic
interaction.

For centuries, sovereignty rested on the ability to measure the instruments of power. States counted armies,
measured industrial output and estimated nuclear arsenals with increasing precision. Strategy began with
knowledge grounded in observation and verification.

Frontier artificial intelligence is reshaping that foundation. States now operate in a domain where capability
evolves alongside understanding and where judgement must often precede certainty.

The emerging competition therefore extends beyond a race to build more powerful systems. It is becoming a
race to understand them.

The governments that recognise this shift will invest not only in capability, but in the institutions that generate
insight. They will develop the means to understand both their own systems and those of their competitors
with speed and independence.
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Those that do so will help shape the next phase of technological competition. Those that do not will
increasingly act on the interpretations of others.

In an era where capability does not always present itself in measurable form, understanding
becomes the decisive form of power.

Every Breach Above Surfaced Somewhere First.

This week proved the pattern again. Stolen credentials, leaked tokens and breach data appeared

on dark net forums and marketplaces days before the victims knew. Most organisations still learn

of a breach through a customer complaint, a media report or a regulator’s call - by which time the
window for a controlled response has already closed.

Radiance by Brighten Tech is a dark net threat intelligence platform built to close that gap. We
collect intelligence at the source, in real time, the moment your credentials, customer data or
sensitive documents surface across dark net forums and encrypted marketplaces - and we alert
you in minutes, not weeks.

What the Radiance platform delivers:

» Real-time dark net monitoring across forums and marketplaces, captured at the moment of
publication

Automated credential-leak and PII breach detection for your organisation, customers and
executives

Breach source-URL identification and threat-actor intelligence for rapid, targeted response
A non-attributable collection methodology that leaves no digital footprint
SIEM and SOAR integration that triggers automated playbooks the moment a leak is detected

Stop discovering breaches last. Start seeing them first.

Explore Radiance at brightentech.ai

Until next week.

The Brighten Tech Editorial Team
Weekly Cyber Intelligence for Leaders.
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