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Understanding CMMC 2.0: What Defense Contractors Need to
Know About Every Certification Level

CMMC 2.0 is the Department of Defense's cybersecurity certification framework, organized into three
levels-Foundational, Advanced, and Expert. Each level maps to specific NIST controls and applies to
contractors handling Federal Contract Information (FCI) or Controlled Unclassified Information
(CUI). Organizations that achieve the right certification level can continue bidding on and winning
DoD contracts.

Cybersecurity used to be a back-office concern for defense contractors. Now it sits at the center of
every contract negotiation, proposal submission, and supplier relationship in the defense industrial
base (DIB). The reason? Adversaries have made it abundantly clear that compromising a prime
contractor's supply chain is often easier-and more rewarding-than attacking DoD systems directly.

The Cybersecurity Maturity Model Certification (CMMC) 2.0 framework was designed to close that
gap. Rolled out by the Department of Defense as a revised and streamlined successor to CMMC 1.0, it
establishes binding cybersecurity requirements for any organization seeking to work on DoD
contracts. Unlike previous self-attestation approaches, CMMC 2.0 ties certification to contractual
eligibility-meaning non-compliance doesn't just create regulatory exposure, it eliminates your ability
to win or retain government business.

This guide breaks down every CMMC 2.0 certification level, clarifies which requirements apply to
your organization, and outlines the concrete steps you need to take to prepare. Whether you're a
prime contractor managing a complex supply chain or a subcontractor handling a narrow set of
federal deliverables, understanding where you stand in the CMMC framework is no longer optional.

What Is CMMC 2.0, and How Does It Differ from CMMC 1.0?

CMMC 2.0 is the DoD's revised contractor cybersecurity framework, officially finalized through a
federal rulemaking process that updated both the DFARS (Defense Federal Acquisition Regulation
Supplement) and the broader DoD acquisition policy. The framework was restructured from the
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original five-level model to three levels, reducing complexity while sharpening the focus on the most
critical security controls.

At its core, CMMC 2.0 aligns with two foundational NIST standards:

e NIST SP 800-171 Rev 2 - the primary control set for protecting Controlled Unclassified
Information (CUI) in non-federal systems

e NIST SP 800-172 - an enhanced set of controls for organizations operating in high-risk,
advanced persistent threat (APT) environments

The framework also intersects with FAR 52.204-21, which governs basic safeguarding of Federal
Contract Information (FCI), and existing DFARS clauses that already required many contractors to
self-attest compliance with NIST SP 800-171.

Two critical definitions anchor the entire framework:

o FCI (Federal Contract Information): Information provided by or generated for the
government under a contract, not intended for public release.

e CUI (Controlled Unclassified Information): Information the government creates or
possesses that requires safeguarding under law, regulation, or government-wide policy-but
is not classified.

Your certification level depends on which of these data types you handle, and in what context.

CMMC Level 1 - Foundational: Protecting Federal Contract Information

Who needs Level 1 certification?

Level 1 applies to any defense contractor or subcontractor that handles FCI but does not process,
store, or transmit CUI. This is the entry-level tier, covering a broad swath of suppliers that interact
with federal contract data in limited or routine ways.

What are the Level 1 requirements?
Level 1 maps directly to the 17 cybersecurity practices specified in FAR 52.204-21. These controls
address fundamental cyber hygiene across six domains:

e Access control

e Identification and authentication

e Media protection

e Physical protection

e System and communications protection
e System and information integrity

The controls themselves are straightforward-things like limiting system access to authorized users,
sanitizing or destroying media before disposal, and using antivirus software. They represent the
minimum acceptable baseline for any organization operating within the DoD supply chain.

How is Level 1 assessed?

Level 1 does not require third-party assessment. Organizations conduct an annual self-assessment,
with results submitted to the DoD's Supplier Performance Risk System (SPRS). Critically, the
assessment must be accompanied by executive affirmation-a senior official must formally attest
that the organization meets the stated requirements.
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This executive accountability mechanism is intentional. It shifts liability for non-compliance up the
organizational hierarchy, reinforcing that cybersecurity is a leadership responsibility, not just an IT
function.

CMMC Level 2 - Advanced: Protecting Controlled Unclassified
Information

Who needs Level 2 certification?

SecureKnots

Anchor Your Security with Us

Level 2 targets organizations that process, store, or transmit CUI in support of DoD programs. This is

the most commonly applicable tier for mid-tier defense contractors, as CUI is prevalent across
engineering data, technical drawings, contract deliverables, personnel records, and program
information.

What are the Level 2 requirements?
Level 2 requires full implementation of all 110 security practices defined in NIST SP 800-171 Rev
2, organized across 14 domains:

1. Access Control
Awareness and Training
Audit and Accountability
Configuration Management

Identification and Authentication

2

3

4

5

6. Incident Response
7. Maintenance

8. Media Protection

9. Personnel Security

10. Physical Protection

11. Risk Assessment

12. Security Assessment

13. System and Communications Protection

14. System and Information Integrity

This is a substantially more rigorous requirement than Level 1. NIST SP 800-171 Rev 2 demands

documented policies, technical controls, and ongoing monitoring practices across all 14 domains-not

just point-in-time implementation.

How is Level 2 assessed?
Level 2 organizations fall into one of two paths:

e Self-assessment (for select programs): Organizations handling CUI in lower-priority, non-

critical programs may be permitted to self-assess annually with executive affirmation,
similar to Level 1.

o Third-party assessment (for critical programs): Most Level 2 contractors pursuing DoD
contracts involving CUI will require certification by a C3PAO (CMMC Third-Party
Assessment Organization)-an independent body accredited by the Cyber AB (formerly
CMMC Accreditation Body). Assessments through a C3PAO are valid for three years.
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The distinction between self-assessment and C3PAO pathways is determined by the specific DoD
program and contracting requirements. When in doubt, assume C3PAO assessment is required-it's
the direction the DoD is pushing most contractors toward.

CMMC Level 3 - Expert: Defending Against Advanced Persistent Threats

Who needs Level 3 certification?

Level 3 is reserved for organizations operating on the DoD's most sensitive programs-those involving
national security systems and high-value CUI that adversaries, including sophisticated nation-state
actors, actively target. This tier applies to a smaller subset of prime contractors and specialized
subcontractors working on classified-adjacent programs.

What are the Level 3 requirements?

Level 3 builds on the full 110-control foundation of Level 2 and adds a subset of enhanced practices
drawn from NIST SP 800-172. These additional controls are specifically designed to counter
Advanced Persistent Threats (APTs)-well-resourced, strategically motivated adversaries capable
of conducting long-term, covert intrusion campaigns.

NIST SP 800-172 controls focus on areas like:
e Penetration-resistant architecture
e Damage-limiting operations
e Designing for cyber resiliency and survivability
e Increased situational awareness and threat hunting

The exact number of additional controls applied at Level 3 is determined through the DoD
assessment process, as the framework allows for tailored application based on program risk.

How is Level 3 assessed?

Level 3 assessments are conducted directly by the Defense Contract Management Agency (DCMA)
Defense Industrial Base Cybersecurity Assessment Center (DIBCAC)-not by C3PAOs. This
government-led assessment model reflects the sensitivity of the programs involved and the
heightened assurance requirements at this tier.

Organizations cannot simply decide to pursue Level 3 certification. The DoD designates which
programs and contracts require it based on classification of the information involved and the threat
landscape.

Why CMMC 2.0 Matters Beyond Regulatory Compliance
How does CMMC 2.0 address supply chain cybersecurity risk?

The defense industrial base isn't a collection of isolated contractors-it's a deeply interconnected
supply chain. A vulnerability in a subcontractor's network can cascade upward to prime contractors,
program offices, and ultimately to operational military systems. CMMC 2.0 addresses this by
requiring cybersecurity certification to flow down through the supply chain. Prime contractors
must verify that relevant subcontractors meet the appropriate CMMC level for the data they handle.

This supply chain enforcement mechanism is one of the framework's most consequential features.
Organizations that previously flew under the compliance radar as lower-tier suppliers now face real
certification requirements.

What are the business benefits of CMMC certification?
Beyond contract eligibility, CMMC certification delivers measurable business value:

pg. 4 www.secureknots.com




SecureKnots

Anchor Your Security with Us

CMMC 2.0 GUIDE TO CERTIFICATION LEVELS

o Competitive differentiation: Certified organizations stand out during source selection. As
CMMC requirements expand across DoD contracts, certification becomes a prerequisite for
even being considered.

e Reduced breach risk: Implementing NIST SP 800-171 controls significantly reduces the
attack surface and improves your organization's ability to detect, respond to, and recover
from cyber incidents.

e Customer and partner confidence: DoD agencies and prime contractors increasingly
prefer-and in many cases require-suppliers with documented, verified cybersecurity
posture.

e Operational discipline: The process of achieving certification forces organizations to
document systems, formalize processes, and establish governance structures that benefit
operations well beyond cybersecurity.

How to Prepare for CMMC Certification
Step 1: Develop or update your System Security Plan (SSP)

The System Security Plan is the foundational document for CMMC compliance. It describes your
information systems, the CUI or FCI they process, your security control implementations, and any
gaps or compensating controls. Without an accurate, up-to-date SSP, you cannot meaningfully assess
your compliance posture-or demonstrate it to an assessor.

Step 2: Conduct a gap assessment against your target level

A structured gap assessment compares your current security posture against the full control set
required at your target CMMC level. This identifies which controls are fully implemented, partially
implemented, or not yet addressed. Organizations targeting Level 2 should assess all 110 NIST SP
800-171 Rev 2 practices systematically-not just the ones that seem most applicable.

SecureKnots LLC provides gap assessments mapped directly to CMMC 2.0 requirements, giving
defense contractors a clear, prioritized picture of where remediation effort is needed most.

Step 3: Develop a Plan of Action and Milestones (POA&M)

A POA&M documents identified deficiencies, the remediation steps planned, the resources required,
and the timeline for completion. CMMC 2.0 allows POA&Ms under specific conditions at Level 2, but
they come with constraints-high-priority controls must be remediated before or immediately after
assessment, and open POA&Ms affect your certification status. Treat your POA&M as a living
operational document, not a filing exercise.

Step 4: Implement continuous monitoring and incident response

CMMC compliance isn't a one-time achievement. Assessors-and the DoD-expect organizations to
maintain their security posture between assessment cycles. This means establishing continuous
monitoring capabilities, conducting regular vulnerability scans, reviewing logs, and maintaining a
tested incident response plan. Organizations that treat certification as a finish line, rather than a
starting point, often find themselves out of compliance by the time their next assessment arrives.

Step 5: Train your workforce

Human error remains one of the most common entry points for cyber incidents. CMMC Level 2
specifically requires awareness and training controls under the AT (Awareness and Training) domain
of NIST SP 800-171. Role-based training programs-tailored to different staff functions and access
levels-ensure that employees understand how to handle CUI appropriately, recognize phishing
attempts, and respond to security incidents.
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CMMC 2.0 as a Long-Term Strategic Advantage

The defense contractors that will be best positioned in five years aren't necessarily those who
scramble to achieve minimum certification at the last possible moment. They are the organizations
treating CMMC 2.0 as a strategic compliance framework-one that builds lasting cybersecurity
maturity, differentiates them in the marketplace, and demonstrates to DoD program offices that they
are a low-risk, high-confidence partner.

The CMMC rulemaking process is complete. Contract requirements are being written. C3PAO
assessments are actively occurring. The question for defense contractors is no longer whether to
comply-it's how quickly and how thoroughly.

Organizations that start with a rigorous gap assessment, build a credible SSP, and systematically
close control gaps will find the certification process far less disruptive than those who wait. More
importantly, they'll build the internal capability to sustain that certification across future contract
cycles-turning a compliance requirement into a genuine competitive edge.

If your organization is navigating CMMC 2.0 requirements and needs expert guidance on gap
assessments, SSP development, or C3PAO readiness, SecureKnots LLC offers end-to-end CMMC 2.0
compliance services tailored to defense contractors at every tier. Schedule a consultation to
understand exactly where your organization stands-and what it takes to get certified.

Frequently Asked Questions About CMMC 2.0
What is the difference between CMMC 2.0 Level 1 and Level 2?

Level 1 covers the 17 basic cybersecurity practices from FAR 52.204-21 and applies to contractors
handling FCI only. Level 2 requires full implementation of all 110 NIST SP 800-171 Rev 2 controls
and applies to contractors handling CUI. Level 2 is significantly more rigorous and typically requires
third-party assessment by a C3PAO for contracts involving critical programs.

Do all defense contractors need CMMC certification?

Not all defense contractors require CMMC certification at the same level. Organizations that only
handle FCI require Level 1. Those handling CUI require Level 2. Level 3 applies to a narrow set of
contractors on the most sensitive national security programs. Subcontractors must also meet CMMC
requirements relevant to the data they access under a prime contract.

How long does CMMC Level 2 certification last?

A CMMC Level 2 certification obtained through a C3PAO assessment is valid for three years. Self-
assessments at Level 2 (where permitted) are conducted annually and must be accompanied by
executive affirmation submitted to SPRS.

What is a C3PAO, and how do I find one?
A C3PAO (CMMC Third-Party Assessment Organization) is an independent organization accredited
by the Cyber AB to conduct formal CMMC assessments. The Cyber AB maintains a marketplace of
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authorized C3PAOs at cyberab.org. Organizations should engage a C3PAO early-assessment pipelines

are filling quickly as CMMC requirements expand across DoD contracts.

What happens if my organization fails a CMMC assessment?

A failed assessment means your organization is not certified at the assessed level, which can affect
your eligibility for DoD contracts requiring that level. Depending on the assessment findings, you
may need to remediate gaps and undergo reassessment. In some cases, contracts may include
conditional approval with a validated POA&M-but this varies by program and contracting officer
discretion.
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What is a System Security Plan, and is it required for CMMC?

A System Security Plan (SSP) is a formal document describing your information systems, the security
controls implemented, and how those controls protect the data in scope. An SSP is required for
CMMC Level 2 and Level 3 assessments and is one of the primary artifacts assessors review. An
outdated or inaccurate SSP is one of the most common reasons organizations struggle during formal
assessments.

How much does CMMC Level 2 certification cost?

Costs vary based on organization size, the complexity of your IT environment, and whether you use a
consulting partner for preparation. Third-party C3PAO assessments themselves typically range from
tens of thousands to over a hundred thousand dollars for larger organizations. Preparation costs-
including gap assessments, remediation, documentation, and training-can add significantly to the
total investment. Organizations that begin preparation early and in a structured way generally spend
less overall than those who rush to certify under contract pressure.

Meta data
Meta title
CMMC 2.0 Certification Levels: A Defense Contractor Guide

Meta description
Understand CMMC 2.0 certification levels, NIST control requirements, and how defense contractors
can prepare for DoD cybersecurity assessments.
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